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U.S. Department of Commerce Privacy Impact Assessment
USPTO VBrick Rev® Cloud® Service

Unique Project Identifier: PTOC-037-00
Introduction: System Description

Provide a description of the systemthat addresses the following elements:

The response must be written in plain language and be as comprehensive as necessary to describe the system.

VRC is a USPTO information system that utilizes the Vbrick Rev® Cloud® Service FedRAMP
authorized system. The FedRAMP Vbrick Rev® Cloud® Service system is deployed and
operated by VBrick as a multi-tenant Software as a Service (SaaS) product, and it is operated on
top of the Amazon Web Services (AWS) cloud infrastructure. As an enterprise product, Vbrick
Rev® Cloud® Service includes the ability to interact and integrate with customer (USPTO)
directory services and single sign on capabilities to provide authentication for internal or
confidential content. That integration occurs via USPTO’ s VRC system.

(a) Whether it is a general support system, major application, or other type of system
VRC is a major application.

(b) System location

The VBrick Rev® Cloud® Service FedRAMP system is located at 607 Herndon Parkway Suite
300, Herndon VA 20170. The USPTO VRC system is hosted on the hosted on the VBrick Rev®
Cloud® Service, which utilizes the Amazon Web Services (AWS) cloud. All data and
accompanying PII is stored in VBrick REV SaaS cloud. There is no physical on premise location
for the VRC system.

(c) Whether it is a standalone system or interconnects with other systems (identifying and
describing any other systems to which it interconnects)

VRC is a standalone system. VRC receives PII from USPTO Role-Based Access Control
(RBAC) via Security Assertion Markup Language (SAML) 2.0.

(d) The way the system operates to achieve the purpose(s) identified in Section 4

VRC provides customers with the ability to serve live and on demand video to users. While VRC
itself candirectly serve video files or provide links to live webcasts, the real power of the VRC
platform is its ability to provide flexible deployment options for both generating and presenting
content. VRC ties together devices located at customer sites to provide high quality video
experience to users who may be in either branch office locations or viewing remotely from home
or from a mobile device.

(e) How information in the system is retrieved by the user

Name, [P (Internet Protocol) address, and email address information is retrieved by authorized
USPTO staff and contractors via web browsers on authorized USPTO computer devices and
networks connected to the VBrick Software as a Service (SaaS) cloud. Authorized USPTO staff
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and contractors via web browsers on authorized USPTO computer devices and networks retrieve
USPTO internal video and live webcast content. Users via a web browser retrieve public video
and live webcast content.

(f) How information is transmitted to and from the system
Information is transmitted to and from the system via an Internet connection to the VBrick SaaS

Cloud.

(g) Any information sharing conducted by the system
Authorized USPTO staff and contractors have access to the data stored on the VRC System.
VRC does not disseminate PII information to any other systems.

(h) The specific programmatic authorities (statutes or Executive Orders) for collecting,
maintaining, using, and disseminating the information

The citation of the legal authority to collect PIl and/or BII is 5 U.S.C 301, 35 U.S.C. 2, and
E.0.12862.

(i) The Federal Information Processing Standards (FIPS) 199 security impact category for the

system
Low

Section 1: Status of the Information System

1.1 Indicate whether the information system is a new or existing system.

l This is a new information system.
This is an existing information system with changes that create new privacy risks.
(Check all that apply.)
Changes That Create New Privacy Risks (CTCNPR)
a. Conversions O | d. Significant Merging | I | g. New Interagency Uses | [
b. Anonymousto Non- 0 | e. New Public Access | [ h. Internal Flow or ]
Anonymous Collection
c¢. Significant System O | £ Commercial Sources | 01 | & Alteration in Character 0
Management Changes of Data

Other changes that create new privacy risks (specify ): Formembers ofthe public, the interpretation of
the data collected has resulted in a change to thedetermination of what constitutes PII. For USPTO
employees, the collection ofname and email address occurs due to the integration with USPTO Role-Based
Access Control (RBAC); via Security Assertion Markup Language (SAML) 2.0.

[ This is an existing information system in which changes do not create new privacy
risks, and there is not a SAOP approved Privacy Impact Assessment.

[ This is an existing information system in which changes do not create new privacy
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risks, and there is a SAOP approved Privacy Impact Assessment (version 01-2015 or
01-2017).

] This is an existing information system in which changes do not create new privacy
risks, and there is a SAOP approved Privacy Impact Assessment (version 01-2019 or
later).

Section 2: Information in the System

2.1 Indicate what personally identifiable information (PII)/business identifiable information
(BII) is collected, maintained, or disseminated. (Check all that apply.)

Identifying Numbers (IN)

a. Social Security* O [ f Driver’s License O [j. Financial Account U
b. TaxpayerID O [ g. Passport O | k. Financial Transaction U
c. Employer ID O | h. Alien Registration O | L Vehicle Identifier U
d. EmployeeID O [i CreditCard O | m. MedicalRecord U
e. File/CaseID U

n. Otheridentifying numbers (specify):

*Explanation for the business needto collect, maintain, or disseminate the Social Security number, including
truncated form:


































